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Abstract: Existing lattice-based linear homomorphic signature schemes have difficulty in balancing multi-user aggrega-
tion and provable security under the standard model, which limits their practical application in real-world distributed sce-
narios. A linearly homomorphic aggregate signature scheme with provable security under the standard model was pro-
posed. The lattice-based left extension (LeftExt) algorithm was employed in the scheme to integrate the independent pub-
lic keys of multiple users into a unified global public key matrix, which provided the key homomorphism required for ag-
gregate signatures. A full-rank differential Hash function and the lattice-based right extension (RightExt) algorithm were
introduced to achieve signature simulation under the standard model. The scheme can resist adaptive chosen-message at-
tacks, and the adversary’s attack advantage is strictly reduced to the hardness of the short integer solution problem on lat-
tices, which provides more secure guarantees for multi-source data collaborative computing.
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